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Information systems

How can we use blockchain 
and AI to revolutionise supply 
chains?
Blockchain technology has taken off in recent years, and is helping to streamline and 
secure supply chains like never before. However, organisations need to change their 
strategies, capabilities and mindsets to fully embrace this revolutionary technology. 
This transition can be supported by artificial intelligence (AI), so Dr Aravindh Sekar 
from Dakota State University in the US has developed a unique framework to help 
organisations effectively integrate AI-augmented blockchain into their supply chains.
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      Talk like an ... information 
systems researcher 
Artificial intelligence 
(AI) — software that can 
perform tasks that normally 
require human intelligence

Blockchain — a shared, 
decentralised, tamper-resistant 
digital ledger that records 
transactions in ‘blocks’

Decentralised — 
the transfer of powers, 
responsibilities or resources from 
a central authority to a wider 
group

Supply chain — the system 
that produces, processes and 
distributes a product or service – 
including people, organisations, 
information, activities and 
resources

Transparency — being 
open to public scrutiny, 
without secret or confidential 
information

upply chains make the world go round. 
They link the production, processing 
and distribution of any product that you 
can think of — but making them work 

efficiently is no easy task. “Having worked in the 
supply chain industry for many years, I have seen 
first-hand how easily information breaks down 
between companies,” says Dr Aravindh Sekar from 
Dakota State University. “Delays, mistakes and 
mistrust usually happen not because people are 
careless, but because different systems cannot talk 
to each other.”

If each company within a supply chain has a different 
way of storing, processing and sharing information, 
it can be difficult to hold all the information about 

the supply chain in one place — 
especially given that this place needs 
to be secure and tamper-proof. 
“Data can be delayed, incomplete 
or inconsistent,” says Aravindh. 
“This leads to problems such as lost 
shipments, slow decision-making and 
higher operating costs.” Blockchain 
may hold the key to these problems, 
and Aravindh believes we are on the 
cusp of rolling it out across supply 
chains worldwide.

What is blockchain?
You have probably heard the term 
‘blockchain’ being used on the news 
or social media, perhaps in relation to 
cryptocurrency; but it’s often tricky 
to get a handle on what it actually 

means. “Blockchain is a digital 
technology that records information 
in a shared, secure and tamper-proof 
way,” explains Aravindh. “Once data 
is added to the blockchain, everyone 
involved can trust it without needing 
a central authority.” 

Blockchain is essentially a shared 
database that is unique through its 
use of ‘blocks’ to store and share data. 
These blocks are all linked to each 
other in a ‘chain’, and once made, a 
block’s data cannot be changed. “This 
helps supply chains become more 
resilient by improving transparency 
and reducing errors,” says Aravindh. 
“It also supports sustainability by 
cutting inefficiency and enabling 
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This field is just 
beginning. There is 
enormous potential for 
meaningful impact.

accurate tracking of materials, allowing 
companies and consumers to verify where 
products come from and if they are made 
responsibly and ethically.”

Transparency is especially important for 
supply chains, but is tricky to establish. 
“When organisations can see real-time 
data on inventory, shipments, delays or 
disruptions, they can respond faster and 
make better decisions,” says Aravindh. 
“Problems are identified and resolved 
earlier, and trust is built among partners, 
which leads to better cooperation during 
emergencies.”

Blockchain implementation
Aravindh studies how blockchain can be 
best implemented in organisations. “To me, 
this research is important because it helps 
companies work together more smoothly 
and honestly,” he says. “For society, it 
supports safer products, more reliable 
supply chains and systems that are better 
prepared for disruption.” Aravindh has 
developed a framework called Strategic-
Decentralised Resilience Theory (SDRT) 
that lays out how organisations can 
successfully adopt blockchain technology. 
“Blockchain implementation is not just a 
technical project,” he says. “It requires the 
right strategy, organisational capabilities 
and decentralised mindset.”

SDRT comprises three connected pillars of 
resilience. The first is strategic resilience: 
the vision and commitment of leaders to 
use blockchain effectively. The second 
is organisational resilience: the ability 
of companies to upskill their workforce 
and develop processes to use blockchain 
effectively. “The third is decentralised 

resilience,” says Aravindh. “Organisations 
need to embrace blockchain’s unique 
strengths: shared control, secure data, 
distributed decision-making and trust built 
through technology rather than hierarchy.” 
This is a very different approach to the 
centralised culture that many organisations 
are accustomed to — which is why it’s 
important to study how to make it happen.

Enter AI
Pushing for strategic, organisational and 
cultural change in any company can be 
a headache, but Aravindh believes that 
artificial intelligence (AI) can help ease 
the process. “Blockchain can be slow or 
expensive if not designed correctly, and 
partners may hesitate to share information 
openly,” says Aravindh. “Moreover, 
employees may be unsure how to use the 
technology, and may not have the skills to 
redesign processes around decentralised 
data.” AI can potentially overcome these 
issues: it can analyse large volumes of data, 
predict disruptions before they happen 
and automate many decisions. Aravindh 

has updated his framework to include AI 
as a powerful enabler. “The SDRT-Agentic 
AI framework expands the original SDRT 
by adding AI systems that can sense 
problems, make recommendations and take 
autonomous actions,” he says. “This helps 
supply chains become not just transparent 
and secure, but adaptive, predictive and 
self-correcting.”

Nonetheless, this is a big step for 
organisations — they need to identify the 
problems they want to solve, have reliable 
and accessible data, build internal skillsets, 
and establish governance rules for data 
management and decision-making. “The 
SDRT-Agentic AI framework guides 
organisations through these steps by 
aligning strategy, technology and people,” 
says Aravindh. “My hope is that it can 
help organisations understand how to 
implement blockchain successfully.”

The future is now
Aravindh is currently testing and refining 
his framework in real organisational 
settings. “I am working on simulation 
models and case studies to show how 
blockchain and AI interact,” he says. “I 
am also developing projects that explore 
blockchain in project management, AI-
driven privacy controls and decentralised 
governance in digital organisations.” 

These efforts are creating fertile ground 
for the next generation of information 
systems researchers. “They will explore 
how AI, blockchain and data analytics 
reshape decision-making, resilience, 
sustainability and the future of work,” 
says Aravindh. “This field is just beginning. 
There is enormous potential for meaningful 
impact.”

© PeachShutterStock/Shutterstock.com

Visit Aravindh’s Futurum 
page to submit a question 
to him about his work.
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Talking points
Knowledge
1. What is blockchain technology?
2. What issues do typical supply chains face?

Comprehension 
3. How is blockchain different from traditional databases?
4. How can AI augment blockchain?

Application 
5. What knowledge gaps do you still have around how 

blockchain works, and how could you fill them?
6. Think about a company you know about (either 

through personal experience, or a well-known 
company). What specific challenges do you think they 
may face when implementing blockchain technology?

Analysis 
7. Decentralised blockchain technology has been around 

since the early 2010s. Why do you think that many 
supply chains still do not use it?

8. What are the advantages of decentralised data over 
centralised data?

Evaluation 
9. Extreme weather events, caused by climate change, are 

increasingly disrupting supply chains. To what extent do 
you think blockchain could mitigate these disruptions? 
Justify your answer.

Activity
Think about a product that you use or consume regularly. 
This could be anything from your smartphone to a food 
product.

Take a moment to think about the supply chain that 
brought this product to you. Consider:
- The raw materials (in a smartphone this might include 

metals and hydrocarbons, or in a chocolate bar this 
might include cacao, oils and packaging constituents).

- Where these raw materials came from, and how they 
were extracted and processed.

- How these materials were brought together to make the 
product.

- How the product was brought from its place of 
manufacture to you.

Where might there be weaknesses in this supply chain? 
These could be weaknesses in efficiency, transparency or 
sustainability.

Spend some time researching online to validate and 
supplement the conclusions of your thought experiment.

Now think about how blockchain might be able to improve 
the weaknesses you identified. What hurdles need to be 
overcome to implement blockchain effectively in this 
supply chain? How could the frameworks identified in the 
article help this process?

More resources
•  This video from Simply Explained lays out the fundamentals 

of how blockchain works: youtube.com/watch?v=SSo_
EIwHSd4

•  This article from the World Economic Forum explores how 
blockchain is being used within food supply chains: weforum.
org/stories/2024/08/blockchain-food-supply-chain 
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